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The Right to Portability

Import your existing music to Spotify

Transfer from Apple Music, YouTube, Amazon Music,
and more, using TuneMyMusic.
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The Right to Portability
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The Right to Portability: US & Canada

19 states (and counting!)
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The Right to Portability

Privacy Choice Innovation
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The Right to Portability

Not widely used... why not?

Portability

N

Usability Interoperability Trust

We need to make
progress on all three!



Consumer Experience:
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O”gm Service Destination Service Import data to your account, or export your account in CSV format:

=xport Model

Account data

IMPORT YOUR DATA

EXPORT YOUR DATA

Request
O letterboxd.com

Consumer
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Consumer Experience: Import-Export Model
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Consumer Experience: Import-Export Model

Origin Service Destination Service
T Large data packets.

Request
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Consumer Experience: Import-Export Model

Origin Service Destination Service _
Non-standardized data
T packets.

Request

-

Consumer
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Portability Model: Direct Server-to-Server
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Origin Service Destination Service

Consumer initiates and
authorizes. That's it!
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Portability Model: Consumer Issues
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Portability Model: Consumer Issues
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= D« C @ &2 http://localhost:8000

©® | Data Donation Site Demo

-

What is this? How does it work?
This is a demo of what a data donation website looks like out of the box when you download the Pardner site.

You may customize this site for your own donation purposes, or extend the library created by the Data Transfer Initiative for use

for your own data donation solicitation needs. The open source library currently supports donations of data from Tumblr.

If you have any questions, contact the Data Transfer Initiative.

W Standardized Ul

Example Studies Seeking Data Requested Services: Al

Social Media Feed Research Physical Activity Study
Author(s): DTl Research Team Author(s): University of Chicago - U N |fo rm da‘ta ‘types

A study collecting donated Tumblr feed post data to Seeking young adults to participate in a study investigating
research social media content patterns. physical activity for people living in large urban areas.

Seeking donated data from: Seeking donated data from:

Tumblr Strava . Consistent OAuth Flow

— Feed post — Feed post



https://docs.google.com/file/d/1JN6i6xN9lalxo71uReBI2amLoU8QbZbL/preview

Interop Challenges: Data models/formats
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Non-standardized data

Origin Service Destination Service
packets
T Poor synchronization
support
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Interop Challenges: A priori coordination

=) <«--P-->=3
= =

Origin Service Destination Service API keys
OAuth scopes
OAuth endpoints

Request O
()

Consumer
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Interop Challenges: Scale
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Repeat, repeat, repeat!



Data Interoperability: Recommendations

Level 3: Interoperability

Universal schema Standardized OAuth
adoption scope definitions

Public schemas Metadata supports
for 3rd parties synching

Level 1: Best Practices

HTTP API OAuth
JSON Data Packets



Data Interoperability: Recommendations

Sample Schema

"$schema”: "https://json=schemazorg/...",
"$id": "https://id.schemas:pub/.../social-posts=schema”,
"title": "Schema for social! post object...",
"type": "object",
"properties”: {
"activity'::{
"type": "object",
"properties”:  {
"attachments”: : {
"type"::"array',
"items": {
"type": "object",

"properties”: {
"content": {
"type": "string"
}
"name":  {
"type": "string!




Trust & Safety Problems in Portability

Impersonation
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. . . . Spread through
Origin Service Destination Service

T phishing, etc.

Request O
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Current Approach to Trust Issues

e VLOPs have unique, expensive partner review systems

e Smaller companies with personal data APIs: ad-hoc partnerships



1:1 Verification:

Company A

e Upload privacy policy
e SOC/2 or CASA report

e Provide Data Protection
Officer or security reporting
address

e Attest to list of data storage
and protection policies

nconsistent Requirements

Company B Company C

Link to privacy policy which
must cover GDPR

e Privacy policy must cover
data usage in specific ways

e Upload video showing user
authentication/ authorization

SOC/2 or ISO27001

Must have Data Protection

Officer e Additional requirements

depending which API will be

Data Processing Agreements used



1:1 Verification: Inconsistent Outcomes

Works with 4 Company D Works with
sensitive data sensitive data
Company A v Company E v Company B

Has extra info

> ¢ Company F x
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Recommendations for Trust

Use Shared Criteria

¥ ®

Transfer Party Proper
Authentication Jurisdiction

. ¢

= e
Data End User

Security Authorization

Transparency
to End Users
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Use Shared Trust Registry



Dismantling the Barriers to
Personal Data Portability:
Takeaways

Portability
B rorobiity IS

Usability Trust
OAuth for authorization I Verify destinati .
Server-to-server transfers Interoperability Uerﬁy tes J|[na pr][ Service
Standard/good UX patterns ( S a trustregistry
\ HTTP/OAuth/JSON

Use/publish data schemas
Conversion libraries

Lisa Dusseault
{paTa LIRANSFER INITIATIVE Arthur Borem
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